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INFORMATION, DISINFORMATION, AND
PROPAGANDA IN THE ARSENAL OF WAR

Laura Kutubidze, Lali Dzamukashvili
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memes, Zelensky

In a strongly established global information society, when World War lll was thought to be a war of information, the
world has found itself facing a danger of very “real”, “traditional” world war: with tanks, bombings, mistle attacks,
and—unlike in the previous two world wars—drones! The most crucial difference is the choice of weapon: the power
of information.

The Russia-Ukraine war, along with the unprecedented maobilization on the Ukrainian side leading to the Western
world’s alliance against Russian aggression, is also characterized by reaching the maxi-mum capacity of the most
powerful weapon today, the “media machine”. The potential of traditional media could never compare to the limitless
possibilities that social media possesses for spreading either information or misinformation in practically unlimited
virtual time and space.

In the mainstream news agendas regarding the Russia-Ukraine war, it is clear that the “Overton win-dows” of
Russian propaganda and conspiracy are mostly placed “inside”, that is, aimed at Russia’s huge domestic audience,

|”

permitting myself to derive it from the first

source that came to hand, | did not even trust
my own impressions, but it rests partly on what | saw
myself, partly on what others saw for me, the accuracy of
the report being always tried by the most severe and de-
tailed tests possible. My conclusions have cost me some
labor from the want of coincidence between accounts of
the same occurrences by different eye-witnesses, aris-
ing sometimes from imperfect memory, sometimes from
undue partiality for one side or the other.”

These words were written by the Greek “correspond-
ent” Thucydides, who strived to convince his audience
that he could be trusted, in the introduction of his review
of the Peloponnesian War. He wanted people to know
the truth about the war. The chronicler of the Pelopon-
nesian War probably could not have imagined that, 2500
years after his statement, in the age of limitless possibil-
ities for obtaining, verifying, and distributing information,
the global information space would be virally “infected”

“ Q nd regarding the narrative of events, far from

1 Kovach, Rosenstiel, Journalistic, 2006, pg. 82.
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while the Ukrainian news arsenal dominates effectively in the global news mode.

by false information and that itself information would
become a powerful weapon.

If we consider the works of Thucydides, i.e. antique
era, as a starting point, we can assume that from there
to the present, the circles of processing information al-
ways come to one point, the most infallible principle of
true and accurate storytelling/news is the constant ver-
ification of information; and in this sense, nothing has
changed since the Thucydides era!

The main change in the process of distributing in-
formation is that for centuries, millennia, at every stage
of civilization, the main challenge was the acquisition of
information, the scarcity of information itself, only within
the last three decades has this tendency changed, the
biggest challenge is no longer the lack of information,
but its excess, the inability to filter out true and reliable
news in the all-poisonous information flows, information
chaos.

“News’ means verifiable information in the pub-
lic interest, and information that does not meet these



CULTURE AND GLOBAL CHALLENGES « MEDIA RESEARCHES

standards does not deserve the label of news,” cites the
guidebook “Journalism, “Fake News” and Disinforma-
tion” published under the auspices of UNESCO; As for
“disinformation” it is defined as follows: “Term disin-
formation is generally used to refer to deliberate (often
orchestrated) attempts to confuse or manipulate people
through delivering dishonest information to them. This is
often combined with parallel and intersecting communi-
cations strategies and a suite of other tactics like hack-
ing or compromising of persons. “2

In information warfare, disinformation has more
power than tanks and sometimes can even surpass it,
we read in the article of “Radio France”: “Disinformation,
censorship, hacking: public opinion, the backbone of the
war in Ukraine.”

False information created or disseminated without
manipulative or malicious intent can be classified as a
separate category. Nevertheless, despite its nature, all
categories pose threat to society, though disinformation
can be seen as particularly dangerous because it is often
organized and well-supported financially and technolog-
ically.

Disinformation and misinformation are mostly
spread through social networks and social messages;
in the modern information space (and not only online),
traditional and social media content is also mixed and
combined in a way that it is not easy to separate them
even for media specialists, and especially not for ordi-
nary users. Accordingly, journalism is most likely to be
blamed for manipulating information. But the so-called
problem with “weak journalism”, journalism that ignores
standards, is lack of professionalism, which is not the
same as disinformation.

Our paper, however, does not examine the theoreti-
cal aspects of this topic, but the informational resonance
of the Russian-Ukrainian war, the “amplitude” of which
is determined, on the one hand, by the narrative of the
Russian “propaganda machine” and, on the other hand,
by the Ukrainian heroic-patriotic narrative.

In the mainstream news covering the Russia-Ukraine
war, it is clear that the “Overton windows” of Russian

2 Ireton, Posetti, Jounralism, 2021, pg. 7.
3 Desinformation, Radiofrance.fr, 2022.

4 Russians Support BBC, 2022; Same on youtube.com, 2022.

5 tsargrad.tv, 2022.
6 TV Formula, 2022.

propaganda and conspiracy are mainly “opening inward”,
i.e. directed toward the masses of the Russian domestic
audience, while Ukraine’s communication arsenal is try-
ing to create a united spirit both within the country as
well as outside, to gain Western support and aid to deal
with Russian aggression.

To form a better idea of the possibilities of Russian
propaganda, it is enough to show that % of the Russian
population supports the war with Ukraine. According to
the results of polls conducted by a group of independent
Russian sociologists, by the end of February 2022, only a
few days after the war had started, the number of war
supporters in Russia increased even more. The vast ma-
jority of the war supporters (73%) have trust in the state-
owned media.'

It is difficult to imagine that in the modern global in-
formation space, more than half of the population of 140
million people believe that Mariupol, Bucha, and Irpen
were destroyed by the Russian army, maternity hospitals
were bombed, civilians tortured and killed, women and
children raped only within the scopes of special opera-
tion against the Ukrainian “Nazis”.

One of the best illustrations of Russian propagan-
da is the animated video ”"Vanya and Mykola“® aimed
at explaining the Russia-Ukraine “conflict” to children in
Russia. Russian Vanya and Ukrainian Mykola have been
friends since childhood, but Mykola (Ukraine) makes new
friends (US, Germany) and bullies old friends (Lugansk
and Donetsk). Vanya (Russia) confronts the bully and
takes away the sticks that he uses to beat kids with from
Mykola. A similar situation happened in real life. Ukraine
started oppressing Russian settlements, so Donetsk and
Lugansk regions wanted to separate from Ukraine and
join Russia, Ukraine did not agree and started a war
with these territories; Russia tried to stop the killing of
civilians and solve the issue peacefully, but Ukraine ig-
nored all calls to maintain peace, so Russia decided to
take away weapons from Ukraine. Some countries began
to blame Russia for starting the war. Countries around
the world accused Russia of starting the war. “l am just
destroying Ukraine’s weapons so they cannot be used
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against Donetsk and Lugansk,” answers Russia. But the
West does not listen to Russia because Ukraine is telling
everyone that Russia wants to kill people,” says the nar-
rator of the animation.

“Our country always advocates peace and open dis-
cussion of any conflict,” states the end of the animation.
The caption of the video reads “Show this to your kids:
tale of Vanya and Mykola” (The author of the video is
Trus.ru known as tsargrad. tv).

We specifically mention this animation, not only be-
cause of its crude propaganda effect on children but also
because the main messages of the Russian news space
also revolve around the same narrative, notably after the
Russian invasion of Ukraine, when almost all opposing
media outlets were shut down.

As soon as the war started, the Russian authorities
banned and blocked the use of the word “war” not only
by the traditional media and social media outlets, but
also making it punishahle to mention it during the pro-
tests and expressing one’s opinion, replacing it with the
term “special military operation”.

One of the main goals of the “special operation”, to
overthrow the “Nazi” powers in Ukraine, is the narrative
that Russian propaganda and disinformation flows build
on.

Konstantin Malofeev, the founder of “Tsargrad” TV
channel, announced on the air that there is no need to
treat the Ukrainian neo-Nazis from the “Azov” battalion
kindly: “They should end up the same way those whom
they aspired to be like, were finished, with a trial and
death sentence.’ (“Tsargrad” is an ultra-conservative and
propagandist media outlet, for years its editor-in-chief
was Alexander Dugin, the main ideologist of Russian im-
perialism, known for his ultra-nationalist and neo-fascist
views).

"Vladimir Putin justifies his aggressive war with
‘denazification’ of Ukraine. An internal document of the
German Federal Intelligence Service testifies that Mos-
cow’s army is supported by right-wing extremist groups,
reports the German Der Spiegel. According to German
intelligence, the Russian ‘right-wing extremists and na-

7 Ttribunal in LDNR, tsargrad.tv, 2022.

8 German intelligence.

9 Burduli, What does “denazification” mean, 2022.
10 In Moscow appeared, BBC, 2022.
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tionalists’ fighting in Ukraine turned out to be Rusich
units of the ‘Russian Imperial Movement’ group“® Re-
ports the lead BBC publication on May 22, based on the
collective material from the BBC, Der Spiegel, Deutsche
Welle, and Telegram, according to the specific facts,
names and photographs, it becomes plausible that this
group of “Nazis” has been participating in the military
operations of the Russian forces in Ukraine since 2014
and are known for their “special brutality”.

Why “denazification”? Based on expert opinions, on-
line newspaper Netgazeti reports: “For the population of
Russia, the memory of lives lost in the World War Il is
of the greatest importance and it is perhaps, to this day
the only thing that unites the society in Russia. The term
implies complete ‘cleansing’ of Nazism. Accordingly, its
use against Ukraine had to fulfill several strategic goals:
attach the Nazi label to the Ukrainian government and
its defenders; separate Russia/Russians and ‘evil’, Nazi
Ukrainians; consolidate the population inside the country
by adapting the image of the savior once again“

When discussing Russian propaganda in connec-
tion with “Nazism”, we have to bring up the “creative”
manipulation tactics, such as placing posters of famous
Swedes and their statements at bus stops near the
Swedish Embassy in Moscow, phrases that are taken out
of context, sound like justification and support for Na-
zism. For example, Astrid Lindgren’s words: “l think I’d
rather be saying ‘Heil Hitler’ than have Russians overrun
Sweden. It’s scarcely possible to imagine anything more
terrible.” In reality, Lindgren’s quote goes: “And a weak-
ened Germany can only mean one thing for us in Scandi-
navia, we’ll be overrun by Russians...“ ;

Ingrid Bergman: “For years | have been a big sup-
porter of Hitler, rejoicing in his successes and experi-
encing his failures.” In reality, Bergman’s words contin-
ue: “When the doors to the concentration camps were
thrown open, at first, | did not want to believe my eyes.
When the truth came out it was a hideous shock for me.
Brutally and violently | have suddenly been ripped off my
innocence.“"

These posters had the slogan: “We are against Na-
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zism, they are not!” Here, the leitmotif of “non-reconcili-
ation with Nazism” carries another hidden layer of prop-
aganda: placing these posters and accusing Swedes of
Nazism coincided with the announcement of Sweden’s
and Finland’s intention to apply for NATO membership;
this emphasis also appears in the BBC piece.

The mixture of ideological and emotional themes
presented by the Russian media is very reminiscent of
the propaganda of the Second World War aimed at rais-
ing the fighting spirit against fascism.

“The Russians never leave their people! This one
simple fact is known all around the world; when there’s
trouble, Russians are the first to come to rescue. Trou-
bled times have come again. Civilians in Ukraine and
Donbas require the essentials: children dream of a single
piece of sugar, while adults are running out of bandages
for their wounds. We do not divide people into ‘ours’ and
‘others’, so please help everyone out there with even one
ruble®"

The header of this publication is this gut-wrenching
picture, and without presenting the visuals some even
underestimate the scope of propaganda and manipula-
tion (fig. 1).

Contrary to the information flows above, Ukrainian
and nearly all mainstream outlets worldwide are report-
ing Russian soldiers leaving the bodies of dead fighters
on the battlefield and, despite numerous appeals from
the Ukrainian side, refusing to transfer the bodies placed
in special refrigerated trains provided by the Ukrainian
military; According to many, Russia hides the number of
victims of hostilities, hence the refusal to repatriate the
bodies.”

While working on this paper, we had a feeling that
despite gathering a large amount of illustrative materi-
al not only from Russian and Ukrainian media but also
from media outlets of various countries worldwide (from
which only a small percentage can be used in this for-
mat), from the point of view of Georgia, the discussion of
this topic is still related to the danger of not “keeping the
distance”, in terms of demonizing Russia and sympathiz-

11 Russians, tsargrad.tv, 2022.

ing with Ukraine.

“Georgian society’s reflection on the events of
Ukraine is special. Georgia, being a victim of Russian
aggression and occupation, was particularly involved in
supporting Ukraine, a natural response from the people
who themselves have been victims of the same bully
more than once, and even felt a certain ‘relief’ that the
real face of their bully (Russia) has now been revealed to
the whole world.“® This excerpt efficiently explains the
particular interest of both Georgian media and society
towards the Russia-Ukraine war, the emotional connec-
tion and intensity in covering the topic, especially during
the first two months of the war.

Before the war had even begun, experts expected
Russia’s armed forces easily to overcome the resist-
ance of the Ukrainian army, occupy Kyiv, and establish
political control over Ukraine, but Ukraine’s selfless re-
sistance completely undermined the myth of the invinci-
bility of the Russian army. In addition, Ukraine launched
an effective media and diplomatic campaign to mobilize
international support. Media platforms from all over the
world, both traditional and social, were used to expose
Russia’s failures, all the while the topic of Ukraine dom-
inated the world’s media agenda.

While developing this aspect of the topic, we felt
the lack of mentioning public relations (PR) in the title of
this paper, as PR is often compared with propaganda and
manipulation.

PR is not a technology and tool for manipulation and
spreading disinformation, but a rather powerful tool for
establishing beneficial and effective communication. One
of the founders of public relations, Ivy Lee, who founded
her public relations agency in 1906, made it her primary
task to be accurate and precise at all times and to be
able to provide proof for her every word upon request.”
This principle remains relevant to this day.

The axis of Ukraine’s information flows is the figure
of President Volodymyr Zelensky instantly seen as a char-
ismatic leader after the start of the war. “While his army
has fought tenaciously on the battlefields of Ukraine,

12 Kremlin disrespecting families, The Guardian, 2022; Bodies of Dead Russian Soldiers, Euro news, 2022; Dixon,
Raghavan, S., Sabelle Khurshudyan, I., L. Stern, D., Russia’s, 2022; Rainsford, S., Russian soldiers abandoned near

Kyiv, 2022; Ukraine, Aljazeera, 2022.
13 Antadze, Apocalypse, 2022.
14 Vivian, Mass Communication, 2013, p. 268.
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Volodymyr Zelensky has waged an information war on
the capitals of the Western world,” reports Paul Adams,
the diplomatic correspondent at BBC. He addressed 10
parliaments in two weeks, receiving standing ovations
everywhere. Mr. Zelensky captivated audiences, with
politicians electrified by his unconventional, direct rhet-
oric, and fixed too in the uncomfortable spotlight of the
Ukrainian leader’s righteous anger. But he is also talking
for and to his people. He speaks in Ukrainian and shuns
the sharp suits normally associated with this kind of po-
litical spectacle. It is an extraordinary transformation for
a politician whose approval rating had been falling for
months before the war began.

“He knows how to embody the spirit of the nation,”
says Jonathan Eyal of the Royal United Services Insti-
tute. “Not only in speech but also in the way he appears,
in his backdrop, where he speaks.”®

Naturally, Ukraine has become the center of atten-
tion among the world’s leading media outlets, but it is
especially noteworthy that the representatives of the
Ukrainian government effectively use this attention to
disregard the disinformation flow of Russian propa-
ganda. In a conversation with France-Presse, the First
Deputy Foreign Minister Ukraine, Emine Jafarova, calls
disinformation the Third World War, “which, like invisi-
ble radiation, we cannot feel or touch, but it has a heavy
impact on people”.®

The beginning of the war brought out the unlimited
possibilities of social media, used equally successfully,
on the one hand, by the Ukrainian government and the
citizens to counter disinformation, gain maximum atten-
tion and support of the world, and strengthen the spirit
and encourage the population within the country of the
population inside the country, and on the other hand, by
users of social networks from all around the world, to
support Ukraine and raise funds to help the nation. Even
Georgian Facebook groups (“Solidarity to Ukraine”, “Do-
pomoga Ukraini/for Ukraine” and others) unite tens of
thousands of people. The purpose of these groups is to
help Ukrainian citizens in Georgia, to mobilize humanitar-
ian aid for people within active war zones, to spread reli-
able, verified information about Russia’s war in Ukraine,

15 Adams, Persuasion and criticism, 2022.
16 AGENCE FRANCE-PRESSE,La désinformation, 2022.

to create a space for healthy discussion, etc.

Notably, however, social networks, along with cre-
ating an opportunity for open and pluralistic space for
expression, tend to create enclosed spaces, so-called
social “bubbles”, perfectly demonstrated by the polari-
zation of the Georgian Facebook space in regards to Rus-
sia-Ukraine war. We can observe two opposite sides not
only in larger groups but also on the pages of specific
users with over thousands of Facebook friends and fol-
lowers. While one “side” actively shares and comments
on positive and hopeful news from the war, accompanied
by the flag of Ukraine and the hashtag Slava Ykpainul, the
other side is busy disgracing President Zelensky, claim-
ing he is a traitor and predicting he will even be prose-
cuted for “dragging” Ukraine into the war. Furthermore,
they are accusing Ukrainian and Western authorities of
intending to involve Georgia in the ongoing war, thus
provoking the third world war, etc. The pathos of these
accounts is in complete unison with the narrative of Rus-
sian disinformation.

Within the format of this report, it is impossible to
demonstrate all the relevant illustrative materials, but
we must address a few aspects compiling the field of
the war that resonate and affect audiences no less (and
sometimes maybe even more!) than journalistic pieces.

From the very first days of the war, the media cir-
culated information about the legendary Ukrainian pilot,
the Ghost of Kyiv shooting down several enemy planes.
Atthe end of April, it was reported that Stefan Tarabalka,
who was behind this pseudonym, was killed in battle.
This story was followed by an avalanche of news on so-
cial networks, especially on Facebook.

The Ukrainian Air Force issued an official statement
denying the information about the alleged death of the
Ghost of Kyiv, as it represents the collective face of the
pilots of the 40" aviation brigade rather than one specific
person: The Ghost of Kyiv is a superhero-legend figure
created by Ukrainians! The #GhostOfKyiv is alive, it em-
bodies the collective spirit of the highly qualified pilots
of the Tactical Aviation Brigade successfully defending
#Kyiv and the region”, The Air Force wrote on Twitter.”

Nikoloz Loladze, a Facebook user with more than

17 Brown, Ghost of Kyiv, Times, 2022, Ghost of Kyiv, On.ge, 2022.
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9,000 subscribers who publishes daily posts about the
war, also wrote regarding this myth: “Dear friends, the
Ghost of Kyiv is a myth, a fabulous hero, whose presence
was much-needed light in the darkness of the first days
of the war in Ukraine. Today, Ukraine is no longer in need
of fairy tales, every Ukrainian fighting on the front line,
sitting in a bunker, or waiting out in the occupied regions
is a hero, they believed in their strength and know for
sure that every man and woman carries that spark, that
strength that will soon wipe off all the dirty imprints of
Mordor from their land without a trace“ (@nikoloz.lo-
ladze).

Several such stories circulated with romanti-
cized-heroic hues and found a wide resonance among
the masses, some of which were perhaps indeed mythol-
ogized: the story of the theft of a Russian tank by Rom-
ani people (commonly addressed as Gypsies), Ukrainian
farmers taking over the abandoned Russian equipment, a
lecture given by a Ukrainian professor via mobile phone
from a trench, a Ukrainian grandmother who poisoned
Russian military with pies, etc.

The postal stamp made by Ukrposhta after the fa-
mous incident and phrase by the defenders of Snake Is-
land can be considered creative as well. The stamp found
instant popularity and became even more important after
the Ukrainian military sank the Russian flagship Moscow.
Within five days after the release of the stamp, almost
half a million items were sold.” (fig. 2).

Last but not least, we should discuss visual memes
that instantly became viral on social networks, perfectly
reflecting the war and its accompanying vicissitudes; For

18 Post mark, Commersant.ge, 2022.
19 Kiev, Ppolit.reactor, 2022.
20 Official Communication, ldfi.ge, 2020.

instance:

“Kyiv the mother of Russian cities“: “Had | known
this, I’d get an abortion*® (fig. 3).

Magdana (famous Georgian character): “l won’t sell
my Matsoni at a Russian market!“ (fig. 4).

This Georgian meme is also directly linked to the
news feedback on the Russia-Ukraine war: on March 6,
2022, Russian news agency Ryanovosti reported that the
Russian Federal Service for Veterinary and Phytosanitary
Supervision allowed 15 Georgian companies to supply
Russia with milk and dairy products.?’ The information—
broadcast by Russian news media and preceded by the
imposition of international sanctions on Russia due to its
invasion of Ukraine—stirred up the passion of Georgian
media outlets and was immediately reflected in the viral
spread of the Magdana meme in social media.

Lastly, we should emphasize one of the circumstanc-
es: in the situation of military operations, even in the
modern, ultra-technological era, it is practically impos-
sible to verify countless and often contradictory informa-
tion sources in the way mentioned at the beginning of
the article. Even in the reports of such reliable media as
BBC there is often an editorial disclaimer that it is impos-
sible to verify the information and the editors rely on the
primary source(s). In the most cases, these sources rep-
resent the point of view, interpretation of either one of
the two sides, and when presented with information, au-
diences can formulate an “intermediate” opinion. Unfor-
tunately, the truth and accuracy can often get lost in the
mass circulation of information, amid powerful streams
of disinformation, propaganda, and PR.
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wME3n24T3U8oFGk

Posters appeared in Moscow accusing the Swedes of Nazism. What is wrong with it? 2022https://www.bbc.com/
russian/media-61357641

RUSSIANS DON»T ABANDON THEIR OWN! IT>S TIME TO HELP, 2022, https://tsargrad.tv/news/russkie-svoih-ne-
brosajut-prishlo-vremja-pomoch_517321
https://www.theguardian.com/world/2022/mar/28/kremlin-russia-families-return-dead-bodies-ukraine-
volodymyr-zelenskiy?fbclid=lwAR3YaNovPBFug_y30QsRmx3ggWxouRBIM-UkZ21wsa5-DzvRPhK5bsF689vU
https://fwww.euronews.com/2022/05/14/ukraine-prepares-to-send-bodies-of-dead-russian-soldiers-back-
home?fbclid=lwAR35XMr3KOR_sXbMpPYtDNzSbYU3y-Bgk60EUNsBqO5gAayDgOuvkPJPos
https://www.aljazeera.com/gallery/2022/4/3/photos-ukraine-retreating-russians-leave-trail-of-dead-bodies-
near-kyiv?fbclid=lwAR3U1dhkmkW9-EDaXAbJDaBLp-I16adumlyexyNLwIKcOhTcp_EEEE4HarHY

Adams, P., Persuasion, and Criticism: How Volodymyr Zelensky Wins Public Opinion in the West, 2022,
https://www.bbc.com/russian/features-60867804?xtor=AL-73-[partner]-[bbc.news.twitter]-
[headline]-[russian]-[bizdev]-[isapi]&at_campaign=64&at_custom3=BBC%20News%Z0Russian&at_
custom2=facebook_page&at_customl=link&at_custom4=681D707C-ABF8-11EC-8138-F4D94744363C&at_
medium=custom/&fbclid=lwAR2uURwCLgNrgBH_TpLL7kbwWrYX_TZpuxPn20KdbjN7tX6k0jLR36KXSrg
https://www.facebook.com/nikoloz.loladze
https://commersant.ge/ge/post/ukrainuli-safosto-marka-warwerit-russkiy-voenniy-korahl-idi-ebay-ze-1000-
dolarad-iyideba
http://polit.reactor.cc/post/51419032fbclid=IwAR2nJvifr9eTSYrvhjNYOEUbKr1dYz34700mTinZjFzszv_chDfvsx6zoul
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